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Abstract
This paper examines the issues that arise when transferring and displaying pathology data in elec-
tronic health records and determines strategies available to mitigate any risks involved in data
transfer. A review was undertaken of the English-speaking literature on Australian government pol-
icy concerning electronic health records, the processes for transferring data to these systems, the
ownership of pathology results once data leaves the domain of the laboratory information system
and the types of failures encountered in data transfer and display of results.Published data indi-
cates that the benefits of electronic health records outweigh the disadvantages. However,
transferring pathology data using the standard Health Level 7 communication protocol can lead to
errors in the translation of data and alter the subsequent display of pathology results and reference
intervals. The responsible entity for assuring the accuracy of the display of pathology results in
these applications is not always clear.Patient health information will increasingly be accessed from
electronic health records. Some of the problems encountered with the transfer of pathology data
can be eliminated or minimized if the intended use of the data in the electronic health record is con-
sidered when designing interfaced systems.  However, the transference of pathology data in the
electronic health record within a context that facilitates accurate interpretation remains
challenging. 
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1. Introduction
  While some studies have concluded that Australia has

an efficient health care system [1-2], others  have indicated
that it is not as productive as some countries at a similar
level of economic development [3]. It has been estimated
that there is up to 20 percent inefficiency within the Aus-
tralian health system [4]. A desire to increase the effective-
ness in achieving Australian Government health objectives
has been one of the drivers for health care reform [5].

  Inefficient processes in Australian health care have
been partly attributed to the lack of or inappropriate elec-
tronic information systems [6]. One type of information
system seen as a critical enabler of health care reform is
the electronic health record (EHR) [7].  The adoption of
EHRs by health services has been associated with
improved quality of service [8-9].

  Pathology services are large stakeholders in the suc-
cessful implementation of EHRs with considerable content
held within an EHR database consisting of pathology data
[10]. 
  EHRs require pathology data to be in a form that supports
decision support and trend analysis. Australia’s adoption
of the Health Level 7 (HL7) communication protocol to
manage the transfer of data between health IT applications
will see the majority of health data transferred in this for-
mat. 
This paper examines the issues that arise when transferring
and displaying pathology data in EHRs and determines
strategies available to mitigate any risks involved in data
transfer. The paper also identifies examples of faults that
can be found in the design of pathology systems, imple-
mentation of the HL7 standard and the appropriate display
in the EHR.
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2. Methods
 A search of the published literature between 1986 and

2009 was performed using PubMed and Australian gov-
ernment reports produced by the responsible authorities.
The following search terms were used: Pathology, HL7,
Electronic Health Record, Laboratory Information Sys-
tems, alone and in combination. The articles selected for
analysis included those that presented primary data on
Australian government policy concerning EHRs, the proc-
esses for transferring data to these systems, the ownership
of pathology results once data leaves the domain of the
laboratory information system and the types of failures
encountered in data transfer and display of results.

From the reference lists of these studies other similar lit-
erature was located. Inclusion criteria were used for peer-
reviewed journal articles, opinion pieces and reviews, and
reports by Australian governments including: English lan-
guage and articles that primarily identified issues with data
transfer between health information technology applica-
tions. 

   Faults identified during the development of an inter-
face linking a laboratory information system and an EHR
in our laboratory were used as examples to illustrate some
of the problems that may be encountered with data trans-
fer.  

3. Results

3.1. Electronic Health Records

  Standards Australia defines an EHR as a repository of
information regarding the health status of an individual in
computer processable form [11]. EHRs nomenclature
includes variants such as the electronic health care record,
electronic patient record, computerised patient record, and
electronic medical record [11]. These terms are sometimes
given different meanings in various health settings but for
the purposes of this paper will be considered equivalent. 

  The primary intent of an EHR is to support the provi-
sion of health care of the individual. EHRs provide real-
time access to cross-disciplinary patient results and infor-
mation thus promoting time efficient clinical decision
making [12].  Data within the EHR can also be used for
secondary purposes that benefit the wider community such
as the investigation of disease prevalence [13], to aid in the
analysis of procedural outcomes [14], clinical research and
development of health policy [15].  

  The National Health and Hospitals Reform Commis-
sion (NHHRC), formed to develop a long-term health
reform plan for Australia [16], recommended the establish-
ment of personal EHRs owned and controlled by the indi-
vidual.  A personal EHR gives greater control by the
individual in the release and use of data. This addresses
some of the privacy concerns, which may be associated
with EHRs.  Additionally, the NHHRC advocated giving
the individual a choice of EHR provider implying there

will be more than one. The practicality of individuals hav-
ing the power to release their health information selec-
tively to health providers has yet to be demonstrated. 
  Under the NHHRC’s recommendations, Commonwealth
government payment of benefits to pathology providers
will be linked to their ability to send pathology data to
these EHR providers [17]. 
  The NHHRC also recommended the adoption of elec-
tronic information storage, exchange and decision support
software by health providers [17]. A national approach to
the creation of EHRs has been an objective of the State and
Territory Governments since 2006 [18], with each State
and Territory implementing EHRs within their public
health systems [19].   It is important to note that these
EHRs are not the same as personal EHRs and will offer no
direct access by the individual to their records.  The pri-
mary focus of EHRs in this context has been sharing of
electronic health data between  health care providers [20]. 
  Other types of more specialised EHRs exist in many
health services including:
• hospital medical records applications [21],

• EHRs catering for specific disease states for example 
cystic fibrosis patients [22],

• clinical systems designed for specific units such as acci-
dent and emergency departments [23] and

• general practitioner’s (GP) practice software [24].

  Pathology providers are required to create clear and
unambiguous reports [25]. Adhering to this requirement
can be challenging especially when data is transferred
from a laboratory information system to another applica-
tion. Transferring pathology data can alter the subsequent
display of results in the EHR and potentially create errors
in interpretation. This article explores some of the difficul-
ties that can be encountered with the transfer of pathology
data from laboratory information system to EHR.

3.2. Ownership of Pathology Data

  An important question arises when pathology results
are accessed from applications not under the direct control
of the pathology provider. Who is responsible for or
“owns” the data is an issue that must be considered. The
entity legally responsible for the appropriate display of
pathology results in these applications needs to be clearly
established. 

  There are at least two situations that need to be consid-
ered with the transfer of pathology results. The first is
when transfer is to an application clearly out of the control
of the pathology provider such as the downloading of
results to a GP’s practice software. In a position statement,
the Royal College of Pathology of Australia (RCPA) states
that “as electronic systems may be beyond the control of
the pathology service, results transmitted electronically
should only be guaranteed if they have been 'rendered for
display' and are not therefore subject to modification”
[26]. In this context ‘render for display’ infers that the data
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is in a form that accurately reflects the results in both con-
tent and format as displayed in the pathology’s system. If
one accepts the RCPA’s position the responsibility of the
pathology provider ends with the sending of results in a
format that cannot be modified readily. 

  The second situation is when the pathology service is
part of a larger health service that requires pathology data
to be transferred to an EHR within the control of the health
service. Under the National Association of Testing Author-
ities (NATA) and the RCPA pathology accreditation
scheme, the laboratory director is responsible for the accu-
racy and effective delivery of results to the requesting
health provider [25]. Therefore, where pathology results
are accessed from an EHR within the same health service
as the pathology service, the laboratory director should
accept responsibility for the validation of the data transfer
and ensuring the EHR pathology data is represented accu-
rately. 

3.3. Data Transfer Protocols

  It is impossible to understand the potential pitfalls in
data transfer without understanding some of the basic con-
cepts and terminology of pathology informatics. Australia
has adopted the Health Level 7 protocol (HL7) to manage
the transfer of data between health IT applications. HL7
replaces the Pathology Information Transfer (PIT) proto-
col used for Australian pathology messaging since 1993
[27]. 

  The PIT protocol sends results in a fixed format that is
analogous to an image of the pathology result being trans-
ferred rather than individual data elements. Sending data in
the PIT format has been identified as an impediment to the
introduction of EHRs [27]. The PIT format does not allow
data to be manipulated once it is transferred. For example,
it is not possible to present graphical representation of data
using the PIT protocol. Distinct from PIT, data sent via
HL7 can be in variety of formats such as text, numeric or a
mixture of both which can be manipulated within the EHR.

  The internationally accepted and accredited standard HL7
[28] defines the data types and structure required for IT
systems to communicate with each other. It  requires an
interface to coordinate expected data fields, format and
specific sequence of data elements between the sending
application and receiving application [29]. To achieve this,
data fields in both applications must be linked or mapped
so that the receiving application recognises the data that is

being transferred [30]. It is also possible to send a report
with HL7 that cannot be modified, similar to PIT [27].

3.4. HL7 Atomic Data

  Results sent as distinct items of information with HL7
are  termed atomic data [27]. Transferring data in an
atomic format can facilitate a variety of functions that can
be performed within the EHR such as: 
• database searches incorporating result values [31], 

• graphical display of data [32],

• presenting data from multiple pathology services in a 
cumulative report [33] and

• facilitating decision support systems utilising result val-
ues [34].

  The disadvantage in using HL7 atomic data is that there
is no inherent or implied formatting with the transfer. The
EHR application is required to reconstruct the individual
data elements into an appropriate format to provide a sen-
sible result [27]. 

3.5. The transfer and the display of 
Pathology Data

  The transfer and the subsequent reconstruction of
pathology data sent in the atomic form can result in inac-
curacies and suboptimal display of pathology results in the
EHR. Three examples of faults detected during the devel-
opment of a HL7 interface linking a laboratory informa-
tion system and an EHR in our laboratory are briefly
described below.          

3.5.1. Example 1: Failure in Interface 
translation

  The HL7 protocol uses certain characters such as ‘^’, ‘|’
and ‘~’ to control the flow of data from one application to
another [35].  When a pathology result containing one of
these characters is transferred as atomic data, the HL7
interface must be able to distinguish the character as a HL7
control character rather than as part of a result. Failure of
an interface to correctly identify the control character ‘^’
from a data element is illustrated in Figure 1. The EHR
results following the ‘^’ have been truncated and are not
displayed. Figure 2 shows the complete report, as it was
stored in the laboratory information system. 
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   Figure 1: Cropped screenshot of an EHR display that has truncated results due to an error in the 
   interface  software.

  Figure 2 : Cropped screenshot of the same result as in Figure 1 displaying correctly in the 
   laboratory system.

3.5.2. Example 2:  Failure of accurate 
display in the EHR

  In some situations, comments associated with a numer-
ical result need to be displayed for the correct interpreta-
tion of the result. For example in Figure 3, a cumulative

full blood examination (FBE) report is shown with the
sample from the 24 February having a film morphology
result (Text). The laboratory system displays the FBE and
Film Comment result together.  

  However, Figure 4 illustrates the same report displayed
in an EHR sent via a HL7 interface as atomic data. The
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EHR display has the numeric result separated from the
comment. The transfer of atomic data using the HL7 proto-
col does not transmit the association between the two
results. Further, the film morphology result is displayed

directly following a FBE numeric result from the next day
(25 February), increasing the possibility of misinterpreting
the results. 

   Figure 3: Cropped screenshot from an in-house web browser where the blood film comment 
   associated with FBE is accessible at the time the FBE numeric results are displayed.
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        Figure 4: Cropped screenshot of an EHR result display sent via HL7 showing the blood film result |
        separated from the FBE

   The preceding information demonstrates the HL7 pro-
tocol’s inability to control the sequence of how individual
tests that make up a pathology result will be displayed
[36]. This is further illustrated in Figure 1 where, although
all the individual tests that make up the ‘urine microscopy
and culture’ result are displayed, the order in which they
are appear differs from the laboratory report (Figure 2).
The sequence of tests on a report assists in the viewer’s
interpretation of the information presented. The EHR dis-
play lacks the logical flow of related information seen in
the laboratory report. The red and white cell counts are
separated by the specimen type, which should be presented
at the top of the report.

  In order to retain the appropriate sequence, the EHR
must be configured to link and display transferred tests in
their appropriate order. This creates on-going maintenance
and validation requirements in the EHR application when-
ever tests are added or modified in the laboratory system.

3.5.3.  Example 3: Failure to display 
reference intervals correctly

  Reference intervals for tests can vary when test meth-
odologies change, the patient ages and between different
laboratories.  Combining results in an EHR from two or
more pathology services may create a situation where epi-
sodes of the same test have different criteria as to what is
normal or abnormal. Hence it is important that the numeric
results and the relevant reference intervals are simultane-
ously visible [26]. Figure 5 illustrates some results dis-
played in a cumulative format.  The display relies on the
abbreviations of high ‘(H)’ and low, ‘(L)’ to alert the
viewer that the results are above or below reference inter-
vals but does not display the actual reference intervals.
This is a practical approach given the space limitations in
providing a large amount of information at the one time.
The concern with this approach is that on one screen dif-
ferent episodes of the same test with the same numeric
result may be displayed as normal, high or low depending
on the reference intervals of the particular laboratory. In a
graphical representation of the data, the distinction of what
is normal or abnormal will not be apparent.   
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    Figure 5: Cropped screenshot of an EHR cumulative result that does not display reference intervals
    simultaneously with results

  It has been recommended that laboratories work
towards common reference intervals for tests, where possi-
ble, to improve patient safety when results are combined in
electronic databases [Jones et al 33]. 

3.6. An alternative to Data Transfer

  Transferring data to EHRs is not the only solution to
providing real-time access to cross-disciplinary patient
results. The Clinical Context Object Workgroup, referred
to as CCOW, has produced a HL7 standard protocol
designed to enable disparate applications to synchronize in
real-time, and at the user-interface level [37].

  Using standardised login protocols and what is termed
‘context management’ software, the user can have a single
sign on to separate health care applications.  Accessing one
application within this environment and selecting a patient
simultaneously selects the same patient in all other CCOW
compliant applications. The context management software
then builds a combined view of the patient information
[38].  
  The use of CCOW compliant applications negates the
need for data transfer and duplication of pathology data
but requires considerable long term planning to implement
in a health service [38] and would in a practical sense be
limited to a single health service. Also a centralised repos-
itory of atomic data in the EHR allows proactive decision
support on data from multiple departments and institu-
tions, thus making the decision support systems more
accurate [39].

4. Discussion
  The examples described in this article support the need

for processes to check thoroughly the integrity of the data
transfer and display before relying on data in EHRs.

  Important to this process is the identification of who is
responsible for the transfer and subsequent display of
pathology results. Australian pathology providers produce
reports to an international standard assessed by peer
review through the NATA /RCPA accreditation scheme
[40].  It is reasonable to assume that the expertise gained
through this process makes pathology providers the most
suitable to administer the pathology data transfer and dis-
play in the EHR. Another important consideration is the
involvement of the end-user in the process so that the dis-
play within the EHR aligns with the work processes and
workflow of the health provider.

  Strategies to minimise risk must take into account the
reasons why the users of various EHR systems require
access to pathology data. These reasons will vary with the
type and purpose of the EHR. Strategies include:

(i)  Eliminating the transfer and subsequent reconstruc-
tion of the pathology report by linking the EHR to
the pathology system with single sign on and context
management software. Eliminating the transfer elim-
inates the errors that can be associated with this proc-
ess [41]. This process is appropriate when the users
of the EHR system only wish to view results and not
manipulate the data.

(ii) Eliminating the need to reconstruct the pathology
result by providing results in a fixed format file type
[26]. Again, this process is appropriate for the view-
ing of results with no data manipulation.

(iii) Transferring data in both fixed and HL7 atomic for
mats [42]. The fixed format version of the pathology
data can then be used to create a display version of
the report and the atomic data for data manipulation. 

    However if cumulative displays of data from multi-
ple laboratories or presenting data in graphical form
is required, the EHR would still need to use atomic
data to create the display of the report. Sending data

http://en.wikipedia.org/wiki/HL7
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in two different formats also relies on the design of
the EHR accommodating this functionality.

(iv) Ensuring that if HL7 atomic data only is required,
that there are sufficient resources in terms of man-
power, testing protocols and change management
procedures available to validate the transfer and dis-
play of pathology data contained in the EHR.

  Faults can occur in the design of pathology systems, the
implementation of the HL7 standard and in the receiving
applications display of the data transferred. Detecting
these faults can be a time consuming and laborious process
that requires collaboration between the pathology pro-
vider, the software developer and the health provider.  The
most productive approach would be to concentrate efforts
on interfacing to EHRs that adhere to a common standard
record architecture.  

5. Conclusion
  Integrating pathology data with other health informa-

tion held electronically in EHRs can create complexity in
providing a clear and unambiguous pathology result. The
challenge for those that control the transfer of pathology
data is to ensure true interoperability is achieved with the
integrity of data maintained and results presented in the
EHR in a context that facilitates accurate interpretation.
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