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Abstract

The primary objective of this review is to provide an overview of the issues involved in balancing privacy and ac-
cess in the context of health research. Appropriate collection, management, linkage and interrogation of health
data can play a vital role in improving individuals’ health and wellbeing. However, the assembly and use of linked
population, clinical and genetic health databases in the research and policy analysis environments raises privacy,
confidentiality and ethical concerns.

The topic of our review is of current interest in the context of the Australian Government National Collaborative
Research Infrastructure Strategy (NCRIS) investment in the Population Health Research Network (PHRN), which
aims to provide improved accessibility to health-related data for the research sector. This initiative is likely to at-
tract new researchers to the field of population health, and the current review may assist them in taking account of
privacy regulation and perceptions when designing study and consent processes.

Although there is little evidence of privacy complaints or breaches in health research, it seems clear that privacy
regulation and privacy perception are both key factors in the health research context, acting as potential restraints
on some types of research that could deliver considerable public benefit. In particular, significant concerns re-
garding consent and de-identification remain in the community.

Recent Australian Law Reform Commission recommendations leave room for technical solutions to play an in-
creased role in allowing personal information to be de-identified for research purposes. Recent advances in the
techniques for de-identifying personal information provide some hope that de-identification can occur without a
negative impact on data quality.
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As the health care industry moves from paper-based
to electronic records, electronic data archives are
accumulating in health care facilities and adminis-
trative agencies. Analysis of these health-system-
usage and clinical data can yield information vital to
effective health policy development and evaluation,
as well as to enhanced clinical care through evi-
dence-based practice and safety and quality moni-
toring. The result would be improved health and
wellbeing.

At the same time, the analysis of these health data
archives must be conducted in such a way as not to
compromise standards of privacy and confidentiality
for individual health care consumers and providers,
health care facilities and health data custodians. In
this context, (information) privacy can be defined as
the interest individuals have in controlling who can
access and use their personal information, while
confidentiality can be defined as an ethical principle
(normally embodied in regulation) ensuring that in-
formation is accessible only to authorised users.
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Clearly, the use of health information in research
has both privacy and confidentiality implications.

Health information is amongst an individual’s most
sensitive and private information. However, be-
cause many diseases and conditions have a heredi-
tary component, an individual’s health information
is also part of the health information of family
members and so is sensitive and private to them as
well.  As discussed in [8], “The damaging effects
brought on by a breach in the security of this infor-
mation are endless. Third parties — employers,
bankers, neighbours — could use this information to
discriminate against and potentially ostracize an in-
dividual diagnosed with an “unpopular” disease or
condition.” Indeed discrimination by health insur-
ance companies is an example, which could result in
considerable harm to an individual. Privacy legisla-
tion and codes of practice must be adhered to as a
minimum requirement and health data custodians'
responsibilities to protect confidential data must be
supported.

Data analysis and data mining tools are constantly
being developed to be more powerful and to extract
more information from data. Even if an analyst
does not have direct access to the data, just the re-
sults of the analyses or mining can be enough to re-
veal private information [1-7].

In this paper we review privacy regulation and pri-
vacy perception in Australia in the context of the
use of health data in research and policy analysis.
We observe that privacy concerns regarding the use
of health data extend beyond strict privacy law
compliance. Note that we do not consider privacy
and confidentiality issues regarding health databases
except in the context of the use of health data in re-
search and policy analysis, normally involving sta-
tistical and other analysis of single or linked data
sets.

In the rest of this section, we review three examples
of current and potential future initiatives, which de-
pend on achieving an appropriate balance between
access and use of data and privacy and confidentiali-
ty protection. Section 2 provides an overview of the
privacy regulatory environment in Australia and
Section 3 reviews available evidence of privacy per-
ception in Australia. Section 4 provides a more de-
tailed discussion of de-identification, consent and
bias, as well as a review of arguments that (exces-
sive) privacy regulation has a negative effect on
public health research. Section 5 gives a conclu-
sion.

Through its National Collaborative Research Infra-
structure Strategy (NCRIS), the Australian Govern-
ment is making significant investments over 2005-
2011 to provide researchers with major research fa-
cilities, supporting infrastructures and networks
necessary for world-class research, see [9]. Invest-
ment in the Population Health Research Network
(PHRN) recognises that Australia is an international
leader in the scope and extent of health-related data
collected at the population level. New and emerging
technologies underpin the potential to integrate and
link these data sets to provide a valuable new re-
source for monitoring the health of the population
and the effectiveness of health services, and for re-
search. The PHRN has therefore been established to
provide Australian researchers with access to linka-
ble, de-identified data from a diverse and rich range
of health datasets, across jurisdictions and sectors.
This will support nationally and internationally sig-
nificant population-based research that will improve
health and enhance the delivery of health care ser-
vices in Australia, see [10]. The research outcomes
will have both clinical and administrative impact.

Pharmacovigilance is defined as the detection, as-
sessment, understanding and prevention of adverse
effects, particularly long-term and short-term side
effects, of medicines. The case for a routine phar-
macovigilance system is becoming stronger as the
number of examples of unexpected drug effects re-
sulting in recalls or litigation increases [11]. This
could be part of a wider post-market drug surveil-
lance system, which would routinely evaluate the
safety, efficacy and cost-effectiveness of drugs once
marketed and sold [12].

A pharmacovigilance or post-market drug surveil-
lance system would best operate by analysing popu-
lation-wide, linked data on medications, hospitalisa-
tions, cancers, birth defects and other selected disa-
bilities, cardiovascular diseases, emergency depart-
ment visits and deaths. Such data exist in very few
countries, notably including Australia [13]. Proof-
of-concept studies to demonstrate the feasibility of
automated signalling of potential adverse events as-
sociated with medicine use from Australian admin-
istrative health data have already been conducted,
see for example [14].
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Population screening programs have been estab-
lished in Australia for breast, cervical and bowel
cancer [15]. These programs aim to reduce morbidi-
ty and mortality through early detection.

The collection of complete, high quality data is es-
sential for follow-up of positive tests within each
program and for evaluating overall program effica-
cy, performance and quality. Analysis of the col-
lected program data can contribute vital knowledge
to the underlying evidence base. However, infor-
mation relating to any program participant is col-
lected in several different locations and so is spread
across a number of different databases. The assem-
bly of the relevant information for an individual de-
pends on the completion and transfer of a paper-
based or web-based form, with loss of information if
the form is not completed or is lost. Both types of
forms impose a compliance burden on health pro-
fessionals.

Data linkage has the potential to provide an effec-
tive way to achieve routine collection of high quali-
ty data for population screening program follow-up
and evaluation. At the same time, it would reduce
the compliance burden on health professionals by
removing the need for four of the current five paper-
based forms. Several implementation options and
the impact of each on confidentiality and privacy are
discussed in [16].

In this section, we give an overview of the privacy
regulatory environment in Australia, including the

additional layer of health-specific privacy regula-
Jurisdiction Legislation
Commonwealth Privacy Act 1988
Australian Capital Territory
New South Wales
Northern Territory Information Act 2002
Queensland Information Privacy Act 2009
South Australia
Tasmania
Victoria Information Privacy Act 2000

Western Australia No laws

Privacy Act 1988 (Commonwealth)

Privacy and Personal Information Protection Act 1998

Cabinet Administrative Instruction 1/89

Personal Information Protection Act 2004

tion.

The regulation of privacy in Australia is complex.
Relevant privacy laws include: Commonwealth,
state and territory privacy legislation, health specific
privacy legislation, privacy and confidentiality pro-
visions within other laws, codes of conduct; re-
search guidelines and the common law.

In 2006, the Australian Law Reform Commission
began an inquiry into the extent to which the Priva-
cy Act 1988 (Commonwealth) and related laws con-
tinue to provide an effective framework for the pro-
tection of privacy in Australia. The final report, For
Your Information: Australian Privacy Law and
Practice (ALRC 108) was delivered to the Australi-
an Attorney General on 30 May 2008 [17] and the
government released the first stage of its response
on 14 October 2009 [18]. Exposure draft legislation
including an important element of the first stage re-
sponse, the Australian Privacy Principles, was re-
leased on 24 June 2010 [19].

In this section, we provide a discussion of common
themes and issues that emerge from this patchwork
of privacy regulation in Australia. We also provide
a summary of the main recommendations related to
health information contained in the ALRC’s final
report and the Government’s responses to these.

The general privacy legislation currently in place in
Australia is shown in Figure 1. The State and Terri-
tory legislation in this list generally applies to the
activities of State and Territory public sector agen-
cies, while the Commonwealth legislation applies to
both the Commonwealth public sector, and signifi-
cant parts of the private sector. However two dif-
ferent standards of privacy protection exist in the
Commonwealth legislation, namely the Information

Regulator
Australian Privacy Commissioner’
Australian Privacy Commissioner
NSW Privacy Commissioner
NT Information Commissioner

QLD Information Commissioner
Privacy Committee of South Australia
Ombudsman Tasmania
Victorian Privacy Commissioner

Not Applicable

On 1 November 2010 the Office of the Privacy Commissioner was integrated into the Office of the
Australian Information Commissioner (OAIC). See http//:www.oaic.gov.au .

Figure 1:

General privacy legislation currently in place in Australia.


http://www.oaic.gov.au/
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Privacy Principles (IPPs) which apply to Common-
wealth and ACT government agencies and the Na-
tional Privacy Principles (NPPs) which apply to
parts of the private sector (those that earn more than
$3 million annually) and all health service provid-
ers. There is some inconsistency between the IPPs
and the NPPs, which was addressed in the Australi-
an Law Reform Commission recommendation that
the IPPs and NPPs be replaced by a new set of Uni-
form Privacy Principles (UPPs). The issue is ad-
dressed by the proposed new Australian Privacy
Principles [19].

The general privacy laws regulate the collection and
handling of personal information such as credit in-
formation and medical and government records.
They do not address the protection of people’s phys-
ical selves against invasive procedures, the security
and privacy of mail, telephones, e-mail and other
forms of communication, and the setting of limits on
intrusion into the domestic and other environments
such as the workplace or public space.

Despite the patchwork of laws, some common
themes and issues emerge. Key themes relevant to
this paper are discussed in the next paragraphs.

Definition of personal information. There are
some minor inconsistencies between the defini-
tions of personal information in the different Acts,
but generally it is defined to be any form of in-
formation about an individual whose identity is
apparent or can reasonably be ascertained from the
information. This definition is regularly tested in
privacy complaints, and different interpretations
of the word “reasonably” appear to have emerged
in different jurisdictions. For example, in a recent
complaint regarding the use of individuals’ de-
identified health data in which there was a small

Jurisdiction Legislation

Commonwealth Privacy Act 1988

Australian Capital Territory Health Records (Privacy and Access) Act 1997

New South Wales

Northern Territory None currently in place

Queensland Information Privacy Act 2009
South Australia Code of Fair Information Practice
Tasmania None currently in place
Victoria Health Records Act 2001
Western Australia

Figure 2:

None currently in place

Health Records and Information Privacy Act 2002

possibility of re-identification using cross-
matching, the Privacy Commissioner concluded
that because the data was de-identified it did not
fall within the definition of personal information
outlined in the Privacy Act [20].

Definitions of use and disclosure. Within the
privacy regulation framework, there is a difference
in the provisions concerning use and disclosure.
For example, personal information may be used
without explicit consent under certain notice, data
quality and security requirements. Although it can
be difficult to determine whether a given scenario
involves use, disclosure or even both, the judicial
interpretation of the term use to date has been very
strict, and may in some jurisdictions include data
encryption.

Approaches to de-identification. Some privacy
laws include specific provisions for de-
identification and de-identified data, limited to
certain types of research. De-identification is dis-
cussed below.

Consent for disclosure. There are considerable
inconsistencies in Australian privacy legislation
surrounding the concept of consent for disclosure
of personal information to a third party. Although
most laws contemplate both explicit and implied
consent, this has been the subject of varied inter-
pretation by Privacy Commissioners and the NSW
courts [21-23]. Strict application of the consent
provisions in some cases has forced researchers to
seek alternative methods of gaining access to data
without triggering consent provisions. Some im-
plications of consent provisions are discussed be-
low.

In addition to specific provisions for health infor-
mation in the general privacy laws, there is a further
layer of health-specific privacy legislation which

Regulator
Australian Privacy Commissioner
Community and Health Services Complaints Commissioner

Public Sector — internal review
Private Sector — Privacy NSW

Not applicable
Health Quality and Complaints Commission
Not applicable
Not applicable

Health Services Commissioner

Not applicable

Health-specific privacy legislation currently in place in Australia.
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adds complexity to the consideration and analysis of
the general privacy laws. The main such laws are
shown in Figure 2. These health-specific laws seek
to regulate health-related personal information.

We now discuss some of the implications and issues
related to these health specific privacy laws.

Sensitive information. In some laws health in-
formation is included in a special class of sensitive
information and is thus subject to stricter provi-
sions, including requirements for explicit (not im-
plied) consent and additional restrictions on dis-
closure.

Health information. Health information is repre-
sented differently in different laws, either included
in personal information or defined separately. The
definitions generally include genetic information
and family hereditary information.

Health research. Detailed provisions (including
references to additional guidelines) appear in
some laws for health research and for health re-
search on de-identified data.

Health identifiers. Additional requirements for
the use and disclosure of health identifiers may be
included. These generally prohibit private sector
providers from using public sector health identifi-
ers.

Health data linkage. Additional requirements for
health data linkage may be included. For exam-
ple, NSW laws require consumers to opt-in to a
data linkage program.

It is important to note that the provisions on de-
identification in health privacy legislation are close-
ly linked to the debate concerning the definition of
personal information.

Additional privacy requirements are contained in
specific health laws. These may place additional
burdens on health data custodians and in some cir-
cumstances may place specific restrictions on link-
ing data sets. Data custodians will usually be very
aware of the specific restrictions that apply to their
data.

An additional layer of privacy regulation is in place
for health research without individual consent of
participants, in the form of enforceable guidelines.
These guidelines are applied in the first instance by
ethics committees and data custodians, but are also
the subject of regulatory oversight by Privacy
Commissioners. The relevant key guidelines are:

Privacy Act - Section 95 Guidelines (Common-
wealth agencies). Under Section 95 of the Privacy
Act, the National Health and Medical Research
Council (NHMRC) has issued guidelines for the
protection of privacy in the conduct of medical re-
search. These Guidelines apply to medical re-
search using information held by Commonwealth
agencies where identified information needs to be
used without consent.

Privacy Act - Section 95A Guidelines (private sec-
tor). These Guidelines apply to private sector or-
ganisations in circumstances where for the pur-
poses of research, compilation or analysis of sta-
tistics, relevant to public health or public safety,
an organisation must collect, use or disclose health
information.

Medicare and Pharmaceutical Benefits Program
Privacy Guidelines. These Guidelines are made
under Section135AA of the National Health Act
1953. Guideline 4 provides that disclosure for re-
search purposes must conform to secrecy provi-
sions in the Health Insurance Act 1973 and Na-
tional Health Act 1953. In addition, identified
claims information may only be disclosed to re-
searchers where either individuals have given their
free and informed consent to the use of the infor-
mation in the research; or disclosure is made for
medical research conducted in accordance with
Section 95 Medical Research Guidelines issued by
NHMRC.

An NHMRC analysis of the use of these Guidelines
in practice [24] found that:

Among consumers, there is a low awareness of
privacy legislation and difficulty in distinguishing
between confidentiality and privacy.

Consumers were uncertain about providing con-
sent for the use of their data.

Health professionals tend to equate confidentiality
with privacy and always maintain patient confi-
dentiality. They were concerned that privacy leg-
islation could delay correspondence between prac-
titioners.

Researchers reported difficulties in getting access
to registries and inconsistent decision making by
human research ethics committees regarding ac-
cess and release of information.

Data custodians believe that there is no need for
researchers to have access to identified data and
feel they get the same benefit from de-identified
information.

Ethics committees believe that interpreting priva-
cy legislation is complex and have the strongest
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opposition to researchers having access to health
information without consent.

The broad theme in these Guidelines is that they en-
able health research to be carried out without con-
sent, in circumstances where obtaining consent
would be impracticable, and with a preference for
strong de-identification. However, the research
community has had some difficulty in using the
Guidelines, and the initial test for compliance rests
with ethics committees that appear to have applied
the test inconsistently.

The main recommendation related to health research
contained in the ALRC’s final report [17] is Rec-
ommendation 65-1 that the various existing Guide-
lines on privacy and research should be replaced by
a formal set of Research Rules issued by the Privacy
Commissioner.

In their “first stage” response to the ALRC’s pro-
posals [18], the Government accepted this central
reform with an amendment, recommending that the
National Health and Medical Research Council
(NHMRC) in conjunction with other appropriate
bodies (such as the Australian Research Council and
Universities Australia) should write the Research
Rules, rather than the Privacy Commissioner. The
Government agreed that these Research Rules
should conform to the National Statement on Ethical
Conduct in Human Research and noted that the Pri-
vacy Commissioner should be responsible for ap-
proving the Research Rules. A second central pro-
posal supported by the Government is to expand the
research provisions to allow such handling for any
research in the public interest, not just health and
medical research. One important parameter of the
current regime will be maintained, namely: that the
public interest in research must ‘substantially out-
weigh’ the protection of privacy.

The key accepted recommendations in the context of
health research can be summarised as follows:

The definition of ‘personal information’ in the
Privacy Act should be revised to ‘information or
an opinion, whether true or not, and whether rec-
orded in a material form or not, about an identified
or reasonably identifiable individual’.

The Privacy Commissioner should develop and
publish guidance on the meaning of ‘identified or
reasonably identifiable’.

The National Health and Medical Research Coun-
cil should lead the issuing of one set of rules under

the research exceptions to the ‘Collection’ and
‘Use and Disclosure’ principles.

The arrangements relating to the collection, use or
disclosure of personal information without consent
in the area of health and medical research should
be extended to cover the collection, use or disclo-
sure of personal information without consent in
human research more generally.

‘Research’ should include the compilation or
analysis of statistics

For exceptions to the ‘Collection’ and ‘use and
Disclosure’ principles, it should be sufficient that
the public interest in the research outweighs the
public interest in maintaining the level of protec-
tion provided in the Privacy Act.

Where a research proposal seeks to rely on the re-
search exceptions in the Privacy Act, it must be
reviewed and approved by a Human Research Eth-
ics Committee.

The Research Rules issued by the Privacy Com-
missioner should address the question of the col-
lection, use or disclosure of personal information
without consent for inclusion in a database or reg-
ister for research purposes, and that approval to
establish such a database does not extend to future
unspecified uses.

That infrastructure to allow the linkage of personal
information for research purposes should be sub-
ject to a Privacy Impact Assessment.

The Privacy Commissioner should develop Re-
search Rules that address the question of the cir-
cumstances and conditions, under which it is ap-
propriate to collect, use or disclose personal in-
formation without consent in order to identify po-
tential participants in research.

Thus, the Australian Government accepted most of
the ALRC’s proposals in principle regarding Health
Research. The main qualification to the recommen-
dations simply noted that the National Health and
Medical Research Council with other appropriate
bodies would be responsible for addressing most
concerns in the creation of Research Rules, which
the Privacy Commissioner would have the role of
approving. The main impacts of the reforms are to
simplify and standardise the regulations, broaden
their applicability and streamline the associated pro-
cedures. Several of the reforms will result in re-
duced uncertainty about the scope of applicability of
the Privacy Act in health-related research.

An exposure draft of the first, and most fundamen-
tal, part of the rewritten Privacy Act, the Australian
Privacy Principles, was released on 24 June 2010
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[19].

In this section, we review available evidence of
community attitudes and public perceptions regard-
ing privacy in the context of using health data for
research. Three main issues emerged from the re-
view, namely de-identification, consent and partici-
pation (related to moral rights) and we focus on
them.

In reporting on Australian Government Department
of Health and Ageing qualitative research, Taylor
[25] noted: “It’s really important I think here to
stress that consumers are not familiar with the term
de-identified data and even when it’s explained to
them, it’s a concept that they are not all that com-
fortable with or are that familiar with. But interest-
ingly here, they were expecting that consent for this
kind of data would be expected at ethics committee
approval level and that they would not need to be
approached personally if their data which are truly
de-identified is to be shared. Basically, they see no
threat to their privacy if data are de-identified and
see it as a sensible and an efficient use of that data.”
There was an indication that a smaller, but still sig-
nificant proportion of the population, believed that
their permission should be sought, even where the
data would be de-identified.

In a poll conducted by the Australian Medical Asso-
ciation in 2005 [26], 60% of respondents reported
that they were slightly or very concerned about the
de-identification process.

The Office of the Privacy Commissioner has con-
ducted surveys into privacy attitudes in Australia, in
2001, 2004 and 2007 [27-29]. In the first two sur-
veys, about 64% of respondents said that consent
should be sought for the use of de-identified data for
research, while 33% said that use without consent
was fine. In the 2007 survey, 51% said that consent
should be sought, while 46% said that consent
should not be sought.

In the AMA poll [26], about 80% of respondents
thought that their doctor should ask permission be-
fore allowing their de-identified data to be used for
medical research, government purposes or commer-

cial purposes. The comments provided suggest that
some respondents may have overlooked the fact that
the survey only concerned de-identified data. For
results of the US National Consumer Health Privacy
Survey 2005, see [30].

In contrast, the Australian Government Department
of Health and Ageing research [25] found that con-
sumers supported the use of data in research and
registers provided the data was de-identified and the
purpose was legitimate and worthwhile. If identi-
fied data was to be used, consumers expected to be
informed and their consent sought.

The Australian Consumer’s Association (ACA) call
for notification rather than consent: “People also
have the right to know if their records are being
used for any other purpose even in a de-identified
form” [31].

It is interesting to compare individuals’ clear prefer-
ence for consent to the use of de-identified data for
research with the legal requirements, where health
research guidelines permit the use of de-identified
and even sometimes identifiable health data for re-
search without consent, subject to certain condi-
tions. This difference may influence ethics commit-
tee decisions, data custodian attitudes and privacy
law reform.

High quality health and related data are extremely
expensive to collect, and therefore it is important
that the maximum benefit is gained from all collect-
ed data. This aim brings with it real challenges re-
garding compliance with consent provisions in pri-
vacy regulations, including that at the time of col-
lection of the data it is sometimes not possible to
know the full range of uses for which it will be de-
sirable to use the data. Because of the nature of re-
search, new technologies emerge and new research
questions follow from the answers to initial ques-
tions. A too-restrictive requirement for informed
consent can seriously limit the utility of a valuable
resource and increase the total burden of survey and
study participation.

In this context, the use of an individual’s health data
for research is viewed as participation by that indi-
vidual in the research. An individual may have an
objection to participation in research on moral
grounds even when there is no risk of identification
or personal consequences. It is the purpose of the
research that is important.

This concern has been well-expressed in the Rec-
ommendations from PRIVIREAL to the European
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Commission [32], “... First, there is a “narrow”
conception of privacy, according to which privacy is
concerned merely to protect the identity of the data
subject. But there is a contrary “broad” concept of
privacy according to which privacy seeks to give da-
ta subjects control over personal information on
them that can negatively affect their physical, psy-
chological and moral integrity. Under the narrow
conception, to render personal data anonymous is to
remove any interest that the data subject has in the
use of it. Under the broad conception, rendering it
anonymous merely protects against certain abuses
of that data. (It does not, e.g., prevent personal in-
formation obtained from devout Catholics being
used to develop chemical contraceptive methods,
which is arguably contrary to their moral integri-
ty)... (It needs to be emphasised that under the
broad conception, anonymisation [de-identification]
of which the data subject is not informed, in princi-
ple, threatens privacy rather than protecting it, be-
cause it results in the data subject losing all possi-
bility of control of processing) ...”

The AMA poll [26] found that 67% of respondents
would give permission for their de-identified data to
be used for research, 45% would give permission
for government purposes and 32% would give per-
mission for commercial purposes, showing that
some participation concerns existed for a significant
number of respondents.

As well as raising concerns about consent and de-
identification, Christopher Newell [33] argued that
the use of data for research may raise ethical and
spiritual issues. He gave examples in which the
consequences to a community of participation in re-
search were extremely serious but had nothing to do
with personal privacy.

There is no fundamental disagreement in the litera-
ture that the rights of the individual with respect to
privacy need to be balanced against the public inter-
est in the outcomes of health research, and thus the
rights of researchers with respect to access to health
data for research to benefit the wider community.
However there is a range of views on where the ap-
propriate balance lies (see, for example, [12, 34-35].

The debate largely focuses on different ways to rate
respective interests, to strike a fair balance see, for
example [36]. These approaches could be character-
ised as policy-centric. The complementary technol-
ogy-centric approaches are just beginning to attract

attention. For example, a review of current Austral-
ian technological approaches to the problem of ena-
bling the use of health data for research and policy
analysis while protecting privacy and confidentiality
is provided in [37]. In fact, a mutually satisfactory
balance is likely to be achieved by a combination of
policy-centric and technology-centric measures.

It is interesting to note that the ALRC recommended
a shift of the balance towards the public interest in
the research and consequently away from individual
privacy protection. However, it should be noted that
the Government’s response to this recommendation
preferred a test, which required the public interest in
the research activity to substantially outweigh the
public interest in maintaining the level of privacy
stipulated in the Privacy Act. This test provides a
balance in favour of research proceeding, while tak-
ing into account the circumstances where personal
data might be handled without an individual’s con-
sent.

In this section, we provide a more detailed discus-
sion of de-identification, consent and bias, as well as
a review of arguments that (excessive) privacy regu-
lation has a negative effect on public health re-
search. These are all factors, which must be consid-
ered in any debate about the balance between priva-
cy and research.

De-identification is a very complex issue surround-
ed by lack of clarity and standard terminology. This
is important because it underpins many health in-
formation privacy guidelines and legislation.

First, it is often not at all clear what is meant when
the term “de-identified” is used to refer to data.
Sometimes it appears to mean simply that nominat-
ed identifiers such as name, address, date of birth
and Medicare number have been removed from the
data. At other times its use appears to imply that in-
dividuals represented in a data set cannot be identi-
fied from the data — though in turn it can be unclear
what this means. Of course, simply removing nom-
inated identifiers is often insufficient to ensure that
individuals represented in a data set cannot be iden-
tified — it can be a straightforward matter to match
some of the available data fields with the corre-
sponding fields from external data sets, and thereby
obtain enough information to determine individuals’
names either uniquely or with a low uncertainty. In
addition, sufficiently unusual records in a database
without nominated identifiers can sometimes be
recognised. This is particularly true of health in-
formation or of information which contains times
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and/or dates of events.

In Australia, the National Statement on Ethical
Conduct in Human Research [38] avoids the term
‘de-identified data’ as its meaning is unclear. In-
stead, it proposed that data may be collected, stored
or disclosed in three mutually exclusive forms, as
follow:

1. individually identifiable data, where the identity
of a specific individual can reasonably be ascer-
tained. Examples include the individual’s name,
image, date of birth or address;

2. re-identifiable data, from which identifiers have
been removed and replaced by a code, but it remains
possible to re-identify a specific individual by, for
example, using the code or linking different data
sets;

3. non-identifiable data, which have never been la-
belled with individual identifiers or from which
identifiers have been permanently removed, and by
means of which no specific individuals can be iden-
tified. A subset of non-identifiable data is those that
can be linked with other data so it can be known that
they are about the same data subject, although the
person’s identity remains unknown.

One problem here is that is not difficult to imagine
datasets, which do not fit into any of these catego-
ries. For example, a dataset of detailed health in-
formation from which all identifiers have been per-
manently removed may still allow the identification
of an individual by matching to an external data-
base, so these data could not fit into any of these
categories.

On the other hand, the US Health Insurance Porta-
bility and Accountability Act 1996 (US) (HIPAA)
[39] provides a useful legislative test for de-
identification that provides certainty for the research
community and for ethics committees. Under the
test, protected health information can be determined
to be non-identifiable if either a suitably qualifited
person certifies that the risk is very small that the
information could be used to identify an individual,
or if specified identifiers are removed and the custo-
dian does not have actual knowledge that the infor-
mation could be used alone or in combination with
other information to identify an individual.

The de-identification test contained in HIPAA is a
useful example of a legislative test that provides cer-
tainty for the research community. It allows for a
small risk of re-identification through reverse engi-
neering or multiple, complex queries. The lack of
such a test in Australia places the onus on individual
judges and Privacy Commissioners to interpret the

“reasonable” test in the definition of personal in-
formation in privacy legislation. In practice, the
HIPAA approach would be simpler to implement,
and provide greater certainty for researchers.

On the other hand there may be a significant burden
of compliance — if an organisation has many data
sets then it would take a great deal of time for a per-
son to perform the tasks outlined.

Bias refers to the distortion of study results due to
flaws in design or analysis. There is concern and
some evidence that selection effects from consent
processes lead to bias in research results.

Informed consent and opt-in is a common model for
clinical trials, for example, where the risk is normal-
ly predominantly to the participating individual.
However, in the case of population health research,
the findings will often be implemented for the whole
population. In these cases informed consent and
opt-in may not be appropriate models because non-
participation can introduce bias and therefore affect
the applicability of the results.

Some investigations have been done on the possibil-
ity that consent processes may lead to bias in the
makeup of study groups, and that this in turn may
jeopardise the quality and applicability of the re-
sults. Woolf et al. [40] concluded that: “Patients
who release personal information for health services
research differ in important characteristics from
those who do not ... older patients and those in
poorer health were more likely to grant consent.
Quality and health services research restricted to pa-
tients who give consent may misrepresent outcomes
for the general population.”

With regard to population health, Stanley [41-42]
has stated that “The advantage of population record
linkage [without consent], from an epidemiological
perspective, is that it is not biased and no-one is ex-
cluded. This relates to human rights because gener-
ally the people who are excluded from studies are
the most marginalised. The results are useful for the
whole population.”

It is important that population health researchers
seek to minimise selection bias arising from consent
processes in their analysis. It is also important that
population health data access managers and users of
population health research results seek to minimise
the occurrence and impact of such bias.
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Efficiency of health research: The perception is
that overheads resulting from privacy regulation
hamper research efficiency in Australia [43-44].
Implementation of ALRC Recommendations 65-3,
65-6 and 66-2 may potentially exacerbate this sit-
uation. In an increasingly risk-averse environment
and consequent conservative interpretation of reg-
ulations, it is likely that privacy considerations
will continue to impact research efficiency as re-
sources are diverted from research to administra-
tion and governance.

Quality of health research: The fear is that selec-
tion effects from privacy-related processes includ-
ing consent will lead to results bias. Implementa-
tion of ALRC Recommendations 66-1 and 66-3
may potentially exacerbate this situation. The is-
sue of bias was discussed in Section 4.2.

Risk of avoidable harm to research subjects:
Avoidable harm may be caused to research sub-
jects if they are exposed to sensitive medical in-
formation during overt data collection. The argu-
ment was expressed in [45] as follows:
.. 'imagine the case of a person who had been
treated with a certain drug in childhood and a hy-
pothesis arose that the treatment might have ad-
verse effects down the track that could perhaps be
related to cancer, one would be asking people,
with very little evidence yet of a real effect, to
have their data on their earlier treatment linked
with the cancer registry. This can put people in a
position of fairly helpless anxiety in the interme-
diate period.”

Interests of the community versus the individual:
The perception is that excessive privacy regulation
results in the interests of the individual being
placed above those of the community, by denying
the community the full potential benefits of health
research based on more complete data. The
ALRC Recommendation 65-4 potentially amelio-
rates this situation. The moral dimension of this
work has been addressed directly by Australian re-
searchers, as follows:

- “The examples provided demonstrate that only
complete population data obtained by such link-
age is inclusive of all those often underrepre-
sented or excluded in many studies ...” [41].

- “This relates to human rights because generally
the people who are excluded from studies are
the most marginalized” [42].

- “How does the ethics committee, or privacy of-
ficer in an organisation interpret [the Privacy
Act’s public interest exceptions to consent gath-
ering]? You might expect that the ethical con-
siderations would determine the outcome.
However, it is more likely that the overriding
consideration will be legal liability” [43].

Although there is little evidence of privacy com-
plaints or breaches in health research, it seems clear
that privacy regulation and privacy perception are
both key factors in the health research context, act-
ing as potential restraints on some types of research
that could deliver considerable public benefit. In
particular, significant concerns regarding consent
and de-identification remain in the community.

In particular, the proportion of individuals who be-
lieve that consent should be required even where in-
formation is de-identified is likely to remain at sig-
nificant levels (perhaps somewhere between a quar-
ter and a third of the population) for some time to
come.

Will these community concerns impact upon health
research?  Ultimately, decisions on research are
made by ethics committees applying guidelines that
allow some measure of “balance” between privacy
and research. The decision is therefore taken out of
the hands of individual consumers. Nevertheless,
these community concerns help to shape privacy
regulation and will have an indirect influence on the
decisions of ethics committees.

Under the changes proposed by the Australian Law
Reform Commission, a single set of formal Re-
search Rules issued by the Privacy Commissioner
will guide all decisions by ethics committees. This
may lead to improved consistency in outcomes that
attempt to balance privacy rights with the public in-
terest.

The Australian Law Reform Commission recom-
mendations also leave room for technical solutions
to play an increased role in allowing personal in-
formation to be de-identified for research purposes.
Recent advances in the techniques for de-identifying
personal information [37] provide some hope that
de-identification can occur without a negative im-
pact on data quality.

These recommendations should be viewed in light
of the Australian Government’s first stage response,
which suggest that the Research Rules would be
created by the National Health and Medical Re-
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search Council and adhere to the National Statement
on Ethical Conduct in Human Research.

This article has provided an overview of the issues
involved in balancing privacy and access in the con-
text of health research. It is hoped that this will be
useful to researchers in population health in particu-
lar, in that it may assist them in taking account of
privacy regulation and perceptions when designing
study and consent processes.

The main part of this work was conducted as a pro-
ject commissioned by the CSIRO Preventative
Health National Research Flagship. The authors
thank the project stakeholder representatives who
gave valuable inputs during the consultations. Ad-
ditional research and guidance was provided by
Galexia consultants Peter van Dijk and Francis
Vierboom. The authors also thank the anonymous
reviewers whose thoughtful comments and ques-
tions have led to an improved article.

An abridged version of this article has appeared in
the Medical Journal of Australia [46]. The current
paper provides details and information, which are
not included in the abridged version.
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