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Abstract
Electronic Health Records hold the potential for great improvements in healthcare provision yet
take-up in North America remains slow behind Australia and Europe. We believe that one of the
reasons for this is the lack of attention to privacy concerns. A structured literature review was
undertaken to identify the current state of knowledge concerning patients and Health Care Provider’s (HCP) perspectives on privacy and the EHR. Twenty-one papers were ultimately identified
and are discussed here. Two main themes were identified: General concerns with the privacy of
EHRs and specific concerns regarding sharing information within EHRs. Based on the literature
reviewed, and acknowledging the limitations of the literature in this field, it would appear that in
general patients were less concerned with the privacy of their personal health information within
EHRs than their HCPs were. If this is indeed the case, this leaves an interesting conundrum for us
to consider: Do we have a duty to protect patients, even from themselves, with regards to the sharing of their personal health information?
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1. Introduction

EHR adoption in Canada and the United States has been
advancing at a snail's pace.
To date, little attention has been paid to clarifying the
concerns associated with the privacy of EHRs, as perceived by patients and Health Care Providers (HCP). However, left undefined and unresolved, these issues may
significantly affect the quality of EHRs, the speed at which
they are implemented, the speed with which they are
adopted and taken up by consumers and providers, the
ability to exchange health information between institutions
and, ultimately, the quality of patient care and patient
safety.
Therefore, the purpose of this review was to answer the
question: “Are health care providers and patients concerned about the privacy issues associated with EHRs?”
with the intent of using the findings to inform the development of a substantial survey of providers and patients to be
conducted in 2010/2011. The proposed future research will
concentrate on developing a greater understanding of what

Electronic Health Records (EHR) provide a single
shared resource for the collection, storage, and use of
patient data by health care providers [1]. They are believed
to increase the quality of patient care by facilitating access
to information, improving communication, and providing
clinical decision support [2]. However, concerns have been
raised regarding the privacy of personal health information
contained in EHRs [3, 4].
Indeed, there have been several high profile stories in the
media detailing breaches of private patient health information [5]. Recent polls have found that almost nine million
Americans believe that their health information has been
either lost or stolen [6] while another survey found that
American physicians have so little trust in their government's use of the information stored in EHRs, that they
would rather retire than adopt these electronic systems [7].
Given these figures, it is not surprising that the rate of
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2.2 Data Extraction & Quality
Assessment

providers and consumers expect in terms of the privacy of
EHRs and exploring the conundrum identified in this
structured review.

Articles that met the inclusion criteria were then read in
order to confirm inclusion and to extract relevant methodological details including: the study’s objective or hypothesis, design, participant demographic details, location of
study, as well as the study’s main results and conclusions.
We adapted criteria that had previously been developed by
Petticrew and Roberts [11] and Khan et al[12] in order to
assess the methodological quality of the quantitative studies. These criteria reflect the importance of ensuring a high
degree of internal and external validity in published
research. Qualitative studies were evaluated based on criteria published by Petticrew and Roberts [11] and by Spencer et al [13].

2. Methods
Systematic searches were conducted between May 2008
and June 2008 on PubMed Central, EMBASE, CINAHL,
Cochrane Library, iEEE Xplore, Patient Safety Resource
Guide, and the Canadian Medical Association CPG InfoBase.
Because there is no single industry-wide accepted definition of what constitutes an EHR we used Canada Health
Infoway’s [8] definition for the purpose of this review.
Infoway defines an EHR as “a secure and private lifetime
record of an individual’s health and care history, available
electronically to authorized health care providers” [8].
Moreover, we defined a HCP as “a person who helps to
identify, prevent, or treat an illness or disability” [9]. We
chose this definition because it is broad and includes professionals from allied health disciplines as well more traditional HCPs, such as physicians and nurses. We felt that it
was important to include the perspectives of as many disciplines as possible because, as EHRs become more widely
adopted and interoperable, the number of HCPs who could
have electronic access to patients’ health information will
expand dramatically.
In the context of EHRs, privacy refers to the ability to
control or limit access to one’s personal health information
[10]. However, other terms, such as security and confidentiality, are often used interchangeably with privacy [10].
While these three concepts are distinct, they are inextricably linked and, to the best of our knowledge, have not been
well defined or studied individually within the context of
EHRs. For this reason, we have chosen to define privacy
broadly and include a wide range of data on this topic,
regardless of whether it has been labeled as a privacy, confidentiality, or security issue.

2.3 Data Analysis
Because the studies were so varied in terms of the
design, context, and participants, a formal meta-analysis
was deemed to be inappropriate. Rather, we decided to
extract the main findings related to the privacy of EHRs
and analyze the content thematically. Two of the authors
(RLM & AK) independently read the included articles and
identified the passages relating to key issues from our
research questions. The senior author (NS) then read the
identified articles and conducted an independent analysis
in order to triangulate our results. The results of both sets
of analysis were then combined and are presented here.
Two major themes emerged: general concerns with the privacy of EHRs; and, sharing information contained within
EHRs.

3. Results
Extensive searches found twenty-one articles [3; 10; 1431] that met our inclusion criteria. The studies represented
a cross-section of countries and, consequently, political
climates and EHR adoption histories. Of the final twentyone studies included in this literature review, nine were
from the USA [10;15;16;18;21;22;24;32], five were from
the UK [19;27-30], two were from New Zealand [3;20],
and one study from each of Ireland [23], Canada [25], Norway [26], Denmark [31], and Oman [17] (located in the
Middle East). Fourteen studies were quantitative [3; 10;
14; 16-25; 33] and used cross-sectional baseline surveys
and questionnaires to collect data. Seven were qualitative
designs [26-32], which employed focus groups and interviews. Not surprisingly, the studies were all published
within the last 14 years (1994 – 2008).
Only six studies [3; 10; 19; 22; 23; 25] investigated the
concerns associated with privacy and EHRs as a main
objective. The other studies investigated general concerns
associated with EHRs, with privacy being a minor component or having arisen spontaneously through related ques-

2.1Selection Criteria
In order to be included in this review, articles had to discuss privacy issues associated with EHRs, and be published in the English language or have an accessible
English-language translation available. Articles also had to
report on the perspectives of HCPs (as defined above) and/
or patients (adult or pediatric), and provide original experimental data. Because the use of EHRs is relatively new,
we did not place a limit on the publication date of the articles included. However, articles were excluded if they discussed privacy issues associated with pharmacies, research
subjects; the use of e-mail communication; concerns other
than those associated with privacy; and, were opinionbased articles that did not produce original research to buttress their conclusions.
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health information would be used for spiteful reasons
including blackmail and gossip [21; 28].

tioning. Five studies [17; 18; 21; 23; 24] investigated
health care providers’ concerns, Fourteen [3; 10; 14; 16;
19; 20; 22; 25-31] provided insight into patients’ concerns,
while only one study [15] investigated both groups’ concerns. Although we defined HCPs broadly physicians and
nurses were almost always the targeted HCP group. Only
one study [32] obtained data from other types of hospital
staff (e.g. registered nurses, licensed vocational nurses,
nursing assistants, unit clerical staff, a clinical nurse specialist and managers).

3.2 Sharing Information in EHRs
The second major theme that emerged from our review
of the literature related to how, with whom, and in what
contexts participants believed that electronic health information should be shared. The authors of these studies
found that patients were not comfortable sharing their
medical information in its entirety and believed that some
limitations should be put in place [23]. However, there was
no discussion about what limitations these should be.
Results were mixed with respect to which information
patients believed should be withheld, with patients becoming more unwilling to have their information released, the
more personal it was [10]. Patients were most unwilling to
share information related to their sexual and mental health
[27]. All respondents believed that patient consent should
be obtained prior to sharing any health information (e.g.
[20]).
The identity of the individuals with whom information
could be shared was a contentious issue. While there was
consensus among both patient and HCP respondents that
health information on EHRs should be shared with other
providers, there was no clear consensus on which HCPs
should be privy to this information. For example, two studies [27;31] found that both physicians and patients
believed that medical information should be shared with
all health care providers, while in another study [20] many
patients felt that only physicians and other HCPs that have
been specifically identified should have access to their
information. This group was also against having their
information shared with private health insurers or with
government agencies.
Interestingly, a theme that emerged spontaneously in
three studies [10; 25; 30] was that of trust in the custodians
of EHRs. Though one study [10] reported that the majority
of patients had a high level of trust in how their information was being shared, two other studies [25; 30] reported
that their respondents felt that information was not being
adequately protected. Interestingly, the highest reported
level of trust was in primary health care professionals with
the least amount of trust being had for those outside the
health provider circle, such as researchers.

3.1 General Concerns with the
Privacy of EHRs
Fourteen studies [3;14-16;21;22;24;25;27-32] reported
on general concerns associated with the privacy of personal health information contained in electronic form.
Hassol et al. [22] found that the majority of their patient
population had little or no concern about the privacy of
EHRs. Similarly, Honeyman et al. [29] reported that 77%
of their patient respondents were not concerned either. In
contrast to their findings was a study by Flynn et al. [14],
which found that the vast majority of their psychiatric
patient population was very concerned about the privacy
of their personal health information stored on EHRs. It
should also be noted that almost all studies reported a subset of patients who had “serious” concerns regarding the
privacy of information. For example, 27% of Californians
and 30% of patients who used a patient portal were concerned about the privacy of their information [16].
HCPs, on the other hand, were found to be more concerned than the patient respondents about privacy. In one
study [24], the researchers found that nearly 50% of staff
believed that an EHR would result in increased risks to
patient confidentiality.
Across groups, there was a significant amount of concern about the possibility of unauthorized access from
within, and outside of, the health care system. Three
papers [3; 21; 31] reported that both patients and HCPs
were worried about the potential for hackers to enter a
computerized system. Several studies (e.g. [27]) found that
patients were afraid that non-medical individuals (such as
insurance companies, lawyers and other patients) may gain
access to their files or may accidentally see their record. Of
note, patients were especially worried that individuals
might gain access to their mental or sexual health information [28] and some hospital staff were concerned that computer use would result in increased surveillance by
government agencies [24].
Four studies [14; 25; 27; 28] reported patient fears about
the consequence of unauthorized access. One study [14],
which investigated the specific fears of psychiatric
patients, found that these patients were concerned that they
would be stigmatized as a result of their mental illness if
their record was accessed inappropriately. Other studies
found that patients were concerned about the commercial
use and exploitation of their information [27] and that their

4. Discussion
There is a limited amount of research that has investigated the concerns of patients and HCPs with respect to
the privacy of health information stored on electronic systems. Interestingly, this review found that patients are
much less concerned with the privacy of their personal
information than their HCPs are. This is in contrast to
recent polls [6;7] conducted in the US that have indicated
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6. Conclusion

that privacy is a significant issue for individuals and a barrier to large scale implementation of these systems.
Not surprisingly, patients who have experienced stigmatization because of a health issue have significant concerns
with respect to the privacy of their information. This area
must be investigated further, as the implications for patient
safety and care are immense. If patients are worried about
their personal privacy, they may fail to disclose important
information to their HCPs, which will ultimately hinder
the care that they receive. This may be an even more critical issue for vulnerable populations who are already distrustful of health care institutions.
This review found a number of areas of concern for
patients with respect to how their information is shared.
Patients did not want information shared indiscriminately,
yet there was no clear consensus on how the sharing of
information should be managed. HCPs were among the
strongest opponents of sharing their patients’ health information without prior consent, yet they believed that other
health care providers should have access to this information. There is a clear need to balance these two differing
perspectives. Much more research is needed to clarify
these issues and to identify whether or not a compromise
can be reached; one that allows HCPs to feel confident that
they have access to the information they need whilst also
ensuring that their patients’ information and their right to
privacy is protected.

In conclusion, both HCPs and patients are concerned
about the privacy issues associated with EHRs, though
patients seem to be somewhat less concerned than HCPs.
However, both groups recognize that the sharing of personal health information electronically through such
mechanisms as EHRs is inevitable at this point. Yet despite
this, much remains to be answered as to what information
should be shared with whom and when. In today’s hightech world, where a growing number of adolescents and
adults share their personal information on websites, such
as Facebook, these issues are fast becoming ubiquitous.
Websites like GoogleHealth may effectively desensitize
individuals, lulling them into a false belief in the privacy
of these programs. Consequently they may simply not realize the potential consequences of allowing their personal
health information to be freely shared. The question then
becomes: do we as professionals have a duty to protect
patients even from themselves? Answering this question
will be the focus of the next stage of this study which will
take the form of a substantial survey of providers and
patients to be conducted in 2010/2011.
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