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 Abstract
In this paper we provide a review of some technological approaches to the problem of enabling the
use of health data for research and policy analysis while protecting privacy and confidentiality. We
take a statistical viewpoint, and assume that such approaches are implemented in an appropriate
governance structure and secure environment. We give five examples of current implementations of
such approaches in Australia and one in Canada, and indicate one emerging technology. We note
that none of the technologies discussed here is the only solution to the problem, since there are
many different scenarios for the use of health data, each with a different set of requirements. It is
clear that different technologies and approaches have different strengths and weaknesses, and so
are suitable for different scenarios.
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1. Introduction
As the health care industry moves

from paper-based to electronic
records, electronic data archives are
accumulating in health care facilities
and administrative agencies. Analysis
of these health system usage and clin-
ical data can yield information vital to
effective health policy development
and evaluation, as well as to enhanced
clinical care through evidence-based
practice and safety and quality moni-
toring.

At the same time, the analysis of
these health data archives must be
conducted in such a way as not to
compromise standards of privacy and
confidentiality for individual health
care consumers, health care provid-
ers, health care facilities and health
data custodians. Compliance with pri-
vacy legislation and codes of practice
is a minimum requirement and health
data custodians' responsibilities to
protect sensitive data must be sup-
ported.

Data analysis and data mining tools
are constantly being developed to be
more powerful and to extract more
information from data. Even if an
analyst does not have direct access to
the data, just the results of analyses
can be enough to reveal private infor-
mation.

In this paper we provide a review of
some technological approaches to the
problem of enabling the use of health
data for research and policy analysis
while protecting privacy and confi-
dentiality. We note that none of these
technologies provides the full answer,
for each must be implemented within
an appropriate legislative and policy
environment and governance struc-
ture, with appropriate management of
the community of authorised users
and with an appropriate level of IT
security including user authentica-
tion, access control, system audit and
follow-up.

In addition, none of the technolo-
gies discussed here is the only solu-
tion to the problem, since there are
many different scenarios for the use

of health data, each with a different
set of requirements. It is clear that dif-
ferent technologies and approaches
have different strengths and weak-
nesses, and so are suitable for differ-
ent scenarios.

A high level discussion of the prob-
lem of enabling the use of health data
while protecting privacy and confi-
dentiality typically discusses two
broad approaches. The first is
restricted access, where access is
only provided to approved individu-
als, for approved analyses, possibly at
a restricted data centre, possibly at a
cost and possibly with further condi-
tions such as restrictions on the types
of analyses which can be conducted
and restrictions on the types of out-
puts which can be taken out of the
room. The second is restricted or
altered data, where something less
than the full data set is published or
the data are altered in some way
before publication. Restricted data
might involve removing attributes,
aggregating geographic classifica-
tions or aggregating small groups of
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data. For altered data, some technique
is applied to the data so that the
released dataset does not reveal pri-
vate or confidential information.
Common examples here include the
addition of noise, data swapping or
the release of synthetic data. Often
these broad approaches are used in
combination. 

In this paper we review three cur-
rent technological approaches to the
problem. These fall into the category
restricted or altered data above, and
all are used in combination with
restricted access. Where possible, we
provide examples of successful initia-
tives which are using each approach,
focussing on current implementations
in Australia.

The first approach we discuss is de-
identification, where obvious identi-
fying features are removed from the
data set and it is released under strict
controls. We discuss the example of
the Western Australian Data Linkage
Unit, which has been providing de-
identified data sets to researchers
since 1995, and the newly-established
Centre for Health Record Linkage in
New South Wales and the Australian
Capital Territory. The British Colum-
bia Linked Health Database is an ini-
tiative with similar aims.

We next discuss statistical disclo-
sure control which seeks to reduce the
risk of a breach of privacy or confi-
dentiality while still providing useful
data to an analyst. In this setting we
discuss the example of the Australian
Bureau of Statistics, and the release of
Confidentialised Unit Record Files,
or CURFs, to researchers on CD-
ROM.

We also discuss remote analysis
servers, which are designed to deliver
useful results of user-specified statis-
tical analyses with acceptably low
risk of a breach of privacy and confi-
dentiality. One example is the Aus-
tralian Bureau of Statistics Remote
Access Data Laboratory, which pro-
vides access to more detailed CURF
data than is available on CD-ROM.
The RADL is a secure online data
query service that clients can access
via the Australian Bureau of Statistics
web site. Authorised users submit
queries written in the SAS, Stata or

SPSS language through a web inter-
face. The queries are run against
CURFs that are kept within the Aus-
tralian Bureau of Statistics environ-
ment. The results of the queries are
checked for confidentiality then made
available to the users via their desktop
computers.

In closing, we give an introduction
to CSIRO's Privacy-Preserving Ana-
lytics®. This approach is that of a
remote analysis server; however it
differs from the RADL in that it is
designed to enable analyses of the
original unit record files, not a confi-
dentialised version. An analyst has no
direct access to any data at all but
submits analysis requests to the
server, and receives results that have
been filtered to reduce the risk of
releasing private information.

Each of the broad technologies is
implemented within the context that
the analyst is trusted to comply with
legal and ethical undertakings made.
However, the different approaches
have been designed with different
risks of disclosure of private informa-
tion, and so rely more or less heavily
on trust. De-identification requires
the greatest trust in the researcher,
while Privacy-Preserving Analytics®

requires the least. Statistical disclo-
sure control, whether used alone or in
combination with a remote analysis
server such as the RADL, is some-
where in between these two extremes.
De-identification provides the most
detailed information to the researcher,
while Privacy-Preserving Analytics®

provides the least. Again, Statistical
Disclosure Control and the RADL are
in between.

2. De-identification
One way that data custodians seek

to solve the problem of enabling the
use of sensitive data while protecting
privacy and confidentiality is to
release de-identified data to research-
ers under strict controls. We provide a
brief discussion of de-identification
and examples of successful imple-
mentations of this approach.

De-identification is a very complex
issue surrounded by some lack of

clarity and standard terminology. It is
also very important as it underpins
many health information privacy
guidelines and legislation. 

First, it is often not at all clear what
is meant when the term “de-identi-
fied” is used to refer to data. Some-
times it appears to mean simply that
nominated identifiers such as name,
address, date of birth and Medicare
number have been removed from the
data. At other times its use appears to
imply that individuals represented in
a data set cannot be identified from
the data – though in turn it can be
unclear what this means. Of course
simply removing nominated identifi-
ers is often insufficient to ensure that
individuals represented in a data set
cannot be identified – it can be a
straightforward matter to match some
of the available data fields with the
corresponding fields from external
data sets, and thereby obtain enough
information to determine individuals’
names either uniquely or with a low
uncertainty. In addition, sufficiently
unusual records in a database without
nominated identifiers can sometimes
be recognised. This is particularly
true of health information or of infor-
mation which contains times and/or
dates of events.

In Australia the National Statement
on Ethical Conduct in Human
Research [1] avoids the term ‘de-
identified data’ as its meaning is
unclear. Instead, it proposed that data
may be collected, stored or disclosed
in there mutually exclusive forms, as
follow:

 a) individually identifiable
data, where the identity of a
specific individual can reasona-
bly be ascertained. Examples of
identifiers include the individ-
ual’s name, image, date of birth
or address;
b) re-identifiable data, from
which identifiers have been
removed and replaced by a
code, but it remains possible to
re-identify a specific individual
by, for example, using the code
or linking different data sets;
c) non-identifiable data, which
have never been labelled with
individual identifiers or from
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which identifiers have been
permanently removed, and by
means of which no specific
individuals can be identified. A
subset of non-identifiable data
are those that can be linked with
other data so it can be known
that they are about the same
data subject, although the per-
son’s identity remains
unknown.

One problem is that is not difficult
to imagine datasets which do not fit
into any of these categories. For
example, a dataset of detailed health
information from which all identifiers
have been permanently removed may
still allow the identification of an
individual by matching to an external
database, so these data could not fit
into any of these categories.

On the other hand, the US Health
Insurance Portability and Accounta-
bility Act 1996 (US) (HIPAA) pro-
vides a useful legislative test for de-
identification that provides certainty
for the research community and for
ethics committees. It allows for a
small risk of de-identification through
reverse engineering or multiple, com-
plex queries. In this case de-identifi-
cation can require some modification
of the data as well as removal of iden-
tifying fields, as discussed in Section
3. The relevant HIPAA section
includes:

Section 164.514 Other require-
ments relating to uses and disclosures
of protected health information.

(a)Standard: de-identification of
protected health information. Health
information that does not identify an
individual and with respect to which
there is no reasonable basis to believe
that the information can be used to
identify an individual is not individu-
ally identifiable health information.

(b)Implementation specifications:
requirements for de-identification of
protected health information. A cov-
ered entity may determine that health
information is not individually identi-
fiable health information only if:
• A person with appropriate knowl-

edge of and experience with gener-
ally accepted statistical and 
scientific principles and methods 

for rendering information not indi-
vidually identifiable:

o Applying such principles and 
methods, determines that the 
risk is very small that the infor-
mation could be used, alone or 
in combination with other rea-
sonably available information, 
by an anticipated recipient to 
identify an individual who is a 
subject of the information; and-
Documents the methods and 
results of the analysis that jus-
tify such determination; 

or
• The following identifiers of the 

individual or of relatives, employ-
ers, or household members of the 
individual, are removed:

o Names; All geographic subdi-
visions smaller than a State, 
including street address, city, 
county, precinct, zip code, and 
their equivalent geocodes, 
[some further tests deleted 
here]; All elements of dates 
(except year) for dates directly 
related to an individual, includ-
ing birth date, admission date, 
discharge date, date of death; 
and all ages over 89 and all ele-
ments of dates (including year) 
indicative of such age, except 
that such ages and elements 
may be aggregated into a single 
category of age 90 or older; Tel-
ephone numbers; Fax numbers; 
Electronic mail addresses; 
Social security numbers; Medi-
cal record numbers; Health plan 
beneficiary numbers; Account 
numbers; Certificate/license 
numbers; Vehicle identifiers 
and serial numbers, including 
license plate numbers; Device 
identifiers and serial numbers; 
Web Universal Resource Loca-
tors (URLs); Internet Protocol 
(IP) address numbers; Biomet-
ric identifiers, including finger 
and voice prints; Full face pho-
tographic images and any com-
parable images; and Any other 
unique identifying number, 
characteristic, or code; 

and

• The covered entity does not have 
actual knowledge that the informa-
tion could be used alone or in com-
bination with other information to 
identify an individual who is a sub-
ject of the information.

   One potential difficulty with the
HIPAA requirement is the burden of
compliance – if an organisation has
many data sets then it would take a
great deal of time for a person to per-
form the tasks outlined.

A common response to situations of
increased risk, such as data regarding
small regional communities, is to
allow the release of only aggregated
data. This option is covered in Sec-
tion 3 below.

2.1. The Western Australian 
Data Linkage Unit

The Western Australian Data Link-
age Unit (WADLU) enables the pro-
vision of de-identified linked health
data sets to bona-fide researchers in
Western Australia who meet the strin-
gent requirements of ethics commit-
tee clearance. Data can be requested
for ethically approved research, plan-
ning and evaluation projects which
aim to improve the health of Western
Australians, see [2].

Because linked data sets generally
contain more information than single
data sets, they are generally regarded
as requiring a higher level of protec-
tion.

The WADLU was established in
1995 to develop and maintain a sys-
tem which enables the linkage of data
about health events from separate
databases for individuals in Western
Australia. Strict protocols are fol-
lowed to ensure confidentiality and
security of linked data and research is
performed on de-identified data files,
as far as possible. (In some cases
access to identified data may be
granted.)

More than 340 projects have made
use of WA linked data since 1995.
These projects have originated from
University, Government and hospital-
based settings and have often
involved collaboration between
diverse research groups.
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A list of projects from 1995 to
2003, detailing the title, investigators,
institution, research field, project sta-
tus and research output production is
available [3]. A register of all applica-
tions for data is maintained, along
with outputs from the project.
Researchers who obtain linked data
are asked to submit a copy of any
report, journal article, other publica-
tion, conference presentation or
media interest generated from data
supplied by the WADLU. To date,
there have been 700+ research out-
puts of projects of the WADLU. A
Summary Report of the Research
Outputs Project, including a list of
project outputs from 1995 to 2003 is
available [4].

The core Data Linkage System con-
sists of links within and between the
State's seven core population health
datasets including: midwives' notifi-
cations, birth registrations, morbidity,
mortality, mental health registrations,
cancer registrations, ambulance,
emergency and electoral roll, span-
ning 35 years. This is augmented
through links to an extensive collec-
tion of external research and clinical
datasets and cross-jurisdictional links
to residential aged care data and
Medicare Benefits Scheme [5] and
Pharmaceutical Benefits Scheme [6]
claims data.

The protocols and procedures
developed for the Western Australian
Data Linkage Project are fully
described in [7]. The basic idea is that
the WADLU acts as highly trusted
third party. Participating data custodi-
ans extract the personal identifiers
from their databases and send them to
the WADLU. The WADLU uses
probabilistic data matching algo-
rithms and extensive clerical review
to determine the links between
records in the databases. The
WADLU generates appropriate inter-
nal linkage keys for the linked
records. When a project is approved,
the WADLU generates a new set of
project-specific linkage keys which
enable the data custodians to supply
only de-identified health information
to the researcher or user. The

researcher uses the project-specific
linkage keys to assemble the linked
dataset, but cannot join together two
datasets created for different projects.

The separation of personal identifi-
ers from health or clinical information
gives excellent privacy protection in
this case where there is a trusted third
party linkage unit, and where data
sources are permitted to release iden-
tifying information to that linkage
unit. In fact, a recent study has shown
that data linkage conducted in accord-
ance with this best practice protocol is
an effective way to conserve patient
privacy in a research rich environ-
ment, see [8].

2.2. The Centre for Health 
Record Linkage

The Centre for Health Record Link-
age (CHRL) is a unit that was estab-
lished in July 2006 to provide record
linkage services in New South Wales
(NSW) and the Australian Capital
Territory (ACT). It is an eight partner
joint-venture between: ACT Health,
NSW Health, the Cancer Institute
NSW, the Sax Institute, the Clinical
Excellence Commission, the Univer-
sity of Sydney, the University of New
South Wales and the University of
Newcastle, see [9].

All record linkage projects carried
out by the CHRL must have the
approval of the owners of the data-
bases and a Human Research Ethics
Committee. The CHRL uses identify-
ing information to create a master
linkage key that points to the loca-
tions of records for the same person in
different health databases. Informa-
tion about people's health is not
revealed to the CHRL, but stays in the
original database. Once the linkage is
complete, the master linkage key is
used to create a project-specific key.
The CHRL provides the owners of
each database with a list of records to
be provided to the researchers and the
project key. The owners of each data-
base can then each provide a project
database to the researcher, who links
the project databases using the project
key.

2.3. The British Columbia 
Linked Health Database

The University of British Columbia
Centre for Health Services and Policy
Research (CHSPR) in Canada houses
the British Columbia Linked Health
Database (BCLHD), [10]. This data-
base integrates health service records,
population health data and census sta-
tistics at the individual level, to form
a longitudinal, person-specific, anon-
ymous health record on each of Brit-
ish Columbia's four million residents,
from 1985 forward. It is one of the
world’s largest collections of health
services utilization and population
health data.

The data holdings include data on:
services provided under the prov-
ince's universal insurance program,
prescription medications provided
under the public drug insurance pro-
gram, hospital separations, continu-
ing care, cancer incidences from
registers, workers' compensation
claims, births, deaths and mental
health.

CHSPR is the central access point
for researchers wishing to obtain and
use these data in de-identified format
for research in the public interest. The
CHSPR ensures data confidentiality
and security in a number of ways:
1) Limiting Access: Data in the 

BCLHD are only used for 
research proposals that meet con-
ditions relating to scientific 
merit, ethical acceptability, and 
public interest. Requests for data 
are carefully reviewed in a proc-
ess coordinated by the BC Minis-
try of Health, and operate on a 
minimum rights model: only data 
that are absolutely essential for 
the conduct of the research 
project are extracted and stripped 
of any personally identifiable 
information.

2) Physical Protection: CHSPR 
maintains a tightly controlled 
physical workspace with multiple 
layers of protection, including 
locked and alarmed premises, 
and a separately locked computer 
server room.
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3) Technical Safeguards: CHSPR 
has stringent technological safe-
guards in place to protect data 
against loss, theft, unauthorized 
access, disclosure, copying, use 
or modification. These safe-
guards are constantly evaluated 
and evolve to meet new chal-
lenges and threats.

4) Organizational Structure: All 
CHSPR staff sign an oath of con-
fidentiality agreeing to adhere to 
strict privacy policies and proce-
dures for ensuring the confidenti-
ality and security of data held at 
the Centre. Only a small number 
of specially trained staff can 
access the BCLHD.

The CHSPR encourages and facili-
tates the use of the BCLHD for
research in the public interest. The
approval process is coordinated
through the BC Ministry of Health
and is governed by an access policy
written specifically to conform to the
BC Freedom of Information and Pro-
tection of Privacy Act. In addition,
the Data Access Request/Research
Agreement requires that researchers:

1) Become familiar with all material 
outlining access requirements, 
data holdings, cohort definitions, 
and privacy considerations

2) Ensure that the ethics and peer 
review requirements of BCLHD 
data stewards have been met

3) Submit a research protocol and 
completed Data Access Request/
Research Agreement to the BC 
Ministry of Health, which 
reviews them together with the 
designated data stewards.

4) If approval is granted, both the 
researchers and CHSPR are noti-
fied. CHSPR staff then provide a 
cost estimate for the data prepara-
tion, and once the researchers 
have signed an agreement to 
reimburse costs, prepare and 
deliver the data. The data sets 
resulting from a request are large 
(they fill a CD-ROM) and often 
comprise hundreds of thousands 
of records spanning multiple 
files.

5) The BCLHD has been used in 
more than 120 health care and 
health services research projects 
since 1996. 

3. Statistical Disclosure 
Control

The goal of a statistical disclosure
control technique is to provide
researchers with useful statistical data
at the same time as preserving privacy
and confidentiality.

Fienberg [11] has pointed out that
any release of data or statistical sum-
maries increases the risk of identifica-
tion of some individual in the relevant
population, with the consequent risk
of harm to that individual through
inference of private information about
them. On the other hand, attempts to
limit such disclosures can adversely
affect the outcomes or usefulness of
statistical analyses conducted on the
data. Statistical disclosure control
theory attempts to find a balance
between these opposing objectives.
Good general references to statistical
disclosure control include [12, 13, 14,
15, 16, and 17].

Statistical disclosure control tech-
niques can be organised into catego-
ries in several different ways. First,
there are different techniques for tab-
ular data (where data are aggregated
into cells) versus microdata (individ-
ual level data). Second, techniques
can be perturbative or non-perturba-
tive. Perturbative methods operate by
modifying the data, whereas non-per-
turbative methods do not modify the
data. Perhaps the most well-known
perturbative method is the addition of
random "noise" to a dataset, and per-
haps the most well-known non-per-
turbative method is cell suppression.
In fact, current non-perturbative
methods operate by suppressing or
reducing the amount of information
released, and there is much ongoing
debate on whether a good perturba-
tive method gives more useful infor-
mation than a non-perturbative
method. On the other hand, it has
been noted that perturbative tech-
niques which involve adding noise
provide weak protection and are vul-

nerable to repeated queries [18],
essentially because the noise becomes
error in models of the data. There is
much activity directed at developing
perturbative techniques that do not
suffer from this problem.

Virtually every statistical disclosure
control technique can be implemented
with differing degrees of intensity,
and hence depends on a parameter
which is usually pre-specified.

In this section we describe the aims
and techniques developed for tabular
data and for microdata (individual
level data), then discuss the example
of the successful Australian Bureau of
Statistics CURFs.

3.1. Statistical Disclosure 
Control for Tabular Data

Tabular data results when data are
summarised and presented as a table
where the axes of the table corre-
spond to observed variables.

Table cells can contain counts,
where each data record contributes 1
to its tabulation cells and 0 to all other
cells, in which case the data is called
tabular count data and the table is
called a contingency table. The
counts can also be scaled and pre-
sented as frequencies, proportions or
percentages, giving rise to tabular fre-
quency data, proportion data or per-
centage data. In tables of rates
(conditional observed frequencies) a
cell entry represents the proportion of
individuals who share an attribute
with respect to the marginal count.

Table cells can also contain aggre-
gates of one contributed variable, for
example the total or average value of
that variable for individuals contribut-
ing to that cell, in which case the data
is called magnitude data. Thus count
data comprises a table of integer
counts, while magnitude data com-
prises a table of values, usually
together with the integer count of
contributing individuals.

In traditional Statistical Disclosure
Control, the first task is to determine
whether any of the cells are sensitive,
where a sensitive cell is one for which
the release of the data in the cell could
lead to a disclosure. The main meth-
ods are:
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• Threshold rule - a cell is sensitive if 
less than n individuals contribute to 
its value

• (n,k) -rule - a cell is sensitive if less 
than n individuals contribute at 
least k% of its value [18]

• p-percent rule - ensures that any 
contributed value cannot be deter-
mined by a coalition of c intruders 
to within p%

•  (p,q)-percent rule - similar to the p-
percent rule, but in addition we 
assume that the sensitive value is 
known to within q% before the data 
release.

For a discussion of the shortcom-
ings of these techniques, see [19, 20].

After the sensitive cells in a table
have been identified, the second task
is to take steps to address the disclo-
sure risk. The main techniques are:
• Deletion of variables - remove sen-

sitive variables and/or variables 
which lead to sensitive cells.

• Collapsing cells - merging pairs of 
cells until no sensitive cell remains.

• Recoding variables - adjusting the 
level of aggregation of variables to 
reduce the number of sensitive 
cells.

• Cell suppression - suppression of 
the entry in each sensitive cell, then 
suppression of entries in non-sensi-
tive cells sufficient to prevent 
reconstruction of the sensitive 
value.

• Rounding - all cells are rounded to 
a multiple of a chosen positive inte-
ger, for example, 3 or 5.

• Other perturbation techniques - 
sensitive cell values are altered, and 
normally also non-sensitive cell 
values are altered too.

There is much discussion in the lit-
erature about the shortcomings of
these approaches, which include:
reduction of information available to
the analyst, release of table structures
which are difficult to interpret or ana-
lyse, uneven impact on data subjects
and uncertainty that the application of

the technique reduces disclosure risk
sufficiently.

Perhaps the most widely known
software package for statistical dis-
closure control on tabular data, t-
ARGUS (see [21]) uses variable
recoding and cell suppression as its
main techniques for protecting sensi-
tive information, see [22].

Recently there has been a great
increase in academic research activity
internationally, much of which is cen-
tered on researchers at the US
National Institute of Statistical Sci-
ence and the Digital Government
projects, see [23]. This activity is
directed largely at putting the area of
statistical disclosure control onto a
sounder theoretical footing. There is
now an emphasis on developing
quantitative measures for disclosure
risk and data utility, which enable an
informed tradeoff to be made.

Despite this significant increase in
research activity, there would appear
to be little direct evidence of take-up
of the results by statistical agencies.

3.2. Statistical Disclosure 
Control for Microdata

We will use the term microdata to
refer to data where each record is con-
tributed by an individual in the popu-
lation, so that the record typically
comprises values of a number of vari-
ables for the corresponding individ-
ual. An individual may contribute
more than one record, for example, if
the data are time-stamped hospital
event data.

In contrast to the situation with tab-
ular data, the identification of sensi-
tive records in microdata is more an
art than a science.

The two main ways that a disclo-
sure occurs from a microdata file are:
• Reading identifiers contained in the 

microdata file

• Spontaneous recognition, where a 
data user knows enough about an 
individual to recognise their record 
in the data file, and

• Linking to an external database, by 
variables which are common o the 
two databases.

Therefore a record is considered to
be sensitive if it has an unusual com-
bination of characteristics or if it is
unique in the ample and in the popu-
lation, see [24]. Geographic informa-
tion is regarded as being particularly
sensitive.

The main techniques used for
microdata confidentialisation are:
• Sampling - a random sample drawn 

from the data is released.

• Data swapping - one or more 
attributes are interchange between 
records in a microdata file.

• Addition of noise - random values 
are added to the data.

• Microaggregation - records are 
clustered into small groups and the 
averages are released.

• Synthetic data methods - synthetic 
data with similar characteristics to 
the original data are generated and 
released.

The National Institute of Statistical
Sciences package NISSWebSwap
[25] is a Web Service that swaps one
or more attributes between user-spec-
ified records in a microdata file,
uploading the original data file from
the user's computer and downloading
the file containing the swapped
records.

Again, much debate about the
advantages and disadvantages of
these approaches can be found in the
literature. The disadvantages are
mainly the reduction in the amount of
information available to analysts and
the corresponding reduction in the
precision of estimates and bias can be
introduced. If synthetic data is too
similar to the original data then pro-
tection may not be achieved.

3.2.1. The Australian 
Bureau of Statistics CURFs

The Australian Bureau of Statistics
(ABS) Confidentialised Unit Record
Files (CURFs) contain data from
ABS surveys in the form of unit
records. CURFs contain the most
detailed statistical information availa-
ble from the ABS for researchers and
analysts to run statistical queries on
the data using SAS or SPSS software.
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CURFs have been confidentialised
by removing name and address infor-
mation, by controlling the amount of
detail and by changing a small
number of values through the applica-
tion of statistical disclosure control
techniques. There are three levels of
data detail available - Basic,
Expanded and Specialist – corre-
sponding to three different access
modes - CD-ROM, Remote Access
Data Laboratory and ABS Data Labo-
ratory. The Remote Access Data Lab-
oratory is a secure online data query
service while the Data Laboratory is a
secure on-site facility.

Basic level CURFs, which is those
that are the least detailed, are availa-
ble on CD-ROM. Each CURF is
released for an individual's specified
statistical purposes and for a stated
period to the nominated Responsible
Officer and Individual Authorised
Users. Both the Responsible Officer
and Individual Authorised Users are
required to sign and agree to be bound
by a legal Undertaking which if
breached can result in a fine or
imprisonment or both. The Responsi-
ble Officer and Individual Authorised
Users consequently have an obliga-
tion to ensure that the CURF and any
copies of the CD-ROM, or RADL
CURF microdata output, remain
secure. The release of a CURF is at
the sole discretion of the Australian
Statistician, who must approve each
release under the specified condi-
tions. Users can work unrestricted on
them on their own computers, but are
bound by the legal undertaking.

More detailed CURFs may be
accessed via the Remote Access Data
Laboratory (RADL) (see Section 4.1)
and the most detailed, specialist level
CURFS may be accessed through the
ABS Data Laboratory (ABSDL) (see
Section 4.2).

The majority of CURFs produced
before 2003 are only available at the
Basic level on CD-ROM or via the
RADL, but from 2003 onward most
CURFs are produced at both the
Basic and Expanded level. Some
CURFs will only be produced at the
Basic level and be available on CD-
ROM or via the RADL, while some
CURFs will only be produced at the

Expanded or Specialist level and will
only be available via the RADL or
ABSDL respectively.

4. Remote Analysis 
Servers

An alternative to de-identifying or
confidentialising data before release
to analysts is the technology of
remote analysis servers. Such servers
do not provide data to users, but
rather allow statistical analysis to be
carried out via a remote server. A user
submits statistical queries by some
means, analyses are carried out on the
original data in a secure environment,
and the user then receives the results
of the analyses. In some cases the out-
put is designed so that it does not
reveal private information about the
individuals in the database.

This approach was discussed in
[26] and the characteristics of such a
server are explored in [27] and [28].
Techniques for regression model
diagnostics are provided in [29].

The approach has several advan-
tages. First, no information is lost
through confidentialisation, and there
is no need for special analysis tech-
niques to deal with perturbed data. In
many cases it is found to be easier to
confidentialise the output of an analy-
sis, in comparison to trying to confi-
dentialise a dataset when it is not
known which analyses will be per-
formed.

Karr et al [30] in particular note that
analysis servers are not free from the
risk of disclosure, especially in the
face of multiple, interacting queries.
They describe the risks and propose
quantifiable measures of risk and data
utility that can be used to specify
which queries can be answered and
with what output. The risk-utility
framework is illustrated for regres-
sion models.

4.1. The Australian Bureau 
of Statistics Remote Access 
Data Laboratory

The Remote Access Data Labora-
tory (RADL) is a secure online data
query service that clients can access

via the Australian Bureau of Statistics
web site. Authorised users submit
queries in the SAS, Stata or SPSS lan-
guage against CURFs that are kept
within the Australian Bureau of Sta-
tistics environment via the RADL
web interface. The results of the que-
ries are checked for confidentiality
then made available to the users via
their desktop computers [31].

The RADL provides access to
CURFs from any computer with an
internet connection and batch
processing with quick turnaround
time. All data and output are stored in
a user's individual secure workspace.

The List of Available CURFs can
be obtained from the Australian
Bureau of Statistics, and is regularly
updated. Examples of health data cur-
rently available as CURFs include:
Disability, Ageing and Carers (Basic),
Mental Health and Wellbeing of
Adults, Australia and Western Aus-
tralia (Basic), National Aboriginal
and Torres Strait Islander Health Sur-
vey (Expanded), National Health Sur-
vey (Basic and Expanded), National
Health Survey, Indigenous
(Expanded) and National Nutrition
Survey (Basic). Most Basic CURFs
that are currently available on CD-
ROM can also be accessed via the
RADL.

Users apply for access to CURFs
through their organisation, and can
only apply to use CURFs for which
their organisation has approved
access. The Australian Bureau of Sta-
tistics has developed a training man-
ual on responsible access to ABS
CURFs, and a user guide for the
RADL.

If the application is approved,
access to each CURF is granted for
the specified statistical purpose and
for the stated period. Both the user
and the organisation's nominated
Responsible Officer are required to
sign and to be bound by legal under-
takings which provide for a fine,
imprisonment or both in the case of a
breach.

A researcher can obtain a limited
number of (confidentialised) unit
records through the RADL. The
undertaking requires that no such unit
record may be disclosed. Tables or
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other aggregated output (e.g. aver-
ages, model parameters) released as
``general output" via the Remote
Access Data Laboratory (RADL) may
be disclosed or disseminated by the
user.

The RADL user agreements require
that any output from RADL which is
labelled ``keep secure" must not be
disclosed to any other person. The
output must be kept in a locked room
or secured in a locked cabinet when
the researcher is not present, and
destroyed in a secure manner if no
longer needed. Any unit level infor-
mation should also be handled in this
way.

Each year, the ABS publishes a
detailed description of CURF
Research Activities. For example, the
report of 2005 Research Activities is
available at [32].

The ABS publishes annually a
detailed description of CURF
Research Activities to enable CURF
users to understand the range of
research activities undertaken by indi-
viduals using CURFs. This informa-
tion is created from annual renewal
information provided to the ABS by
CURF users.

4.2. The Australian Bureau 
of Statistics Data Laboratory

We include a brief discussion of
this data access mode for complete-
ness.

The ABS Data Laboratory
(ABSDL) is an on-site facility offer-
ing a high level of data analysis of
specialist level CURFs, with both
SAS and SPSS software provided
within the system. In addition, users
may be able to integrate the CURFs
with other datasets.

All unit records remain within the
ABS IT environment, and restrictions
apply to the nature of the queries
which may be run, and to the nature
and the size of the outputs which may
be obtained. ABSDL users are less
restricted than RADL users in terms
of the data they can access and the
analyses they can run.

The access mode provided is inter-
active and on-site consultancy sup-
port is available. ABSDL users are

bound by a legal undertaking, and
their activity is monitored.

4.3. CSIRO's Privacy-
Preserving Analytics®.

CSIRO's Privacy-Preserving Ana-
lytics® is a remote analysis server
designed to run analyses on original
unconfidentialised microdata, in a
secure computing environment. The
software is hosted by a data custo-
dian, and made available to analysts
through a web interface.

An analyst has no direct access to
the data, but submits queries through
a menu-driven interface. More-or-less
traditional statistical analyses can be
run, and the results are presented with
the aim that no individual unit record
is disclosed through the output, or can
be deduced or inferred from the out-
put. This is achieved by ensuring that
no directly identifying information is
released, and no values can be
deduced or inferred that can lead to
spontaneous recognition or can be
matched to an external database.

For more details about how the out-
puts are presented in order to avoid
disclosures, see [33].

The software is currently demon-
strator grade, and we are working
with several agencies to run an evalu-
ation and demonstration.

5. Summary
In this paper we considered the

problem of enabling the use of health
data for research on clinical practice
and policy analysis while protecting
the privacy and confidentiality of
individuals, health care providers,
health care facilities and data custodi-
ans. Because health policy and prac-
tice affect all of us, it is vital that
information extracted from health
databases is reliable and free from
bias. Therefore, the objective of suffi-
ciently high data utility needs to be
balanced against the objective of suf-
ficiently low disclosure risk.

In this paper we provided a review
of three technological approaches to
the problem of balancing disclosure
risk with data utility, namely: the pro-

vision of de-identified data by a
trusted third party, the release of con-
fidentialised data and the use of
remote servers. These examples were
chosen because each has been imple-
mented and used over a number of
years in the Australian setting. In
each of implementations, the analyst
is trusted to comply with legal and
ethical undertakings. However, the
different approaches have been
designed to entail different risks of
disclosure of private information, and
so rely more or less heavily on trust.

We note that none of these technol-
ogies provides the full answer, for
each must be implemented within an
appropriate legislative and policy
environment and governance struc-
ture, with appropriate management of
the community of authorised users
and with an appropriate level of IT
security including user authentica-
tion, access control, system audit and
follow-up. In addition, none of the
technologies discussed here is the
only solution to the problem, since
there are many different scenarios for
the use of health data, each with a dif-
ferent set of requirements. Different
technologies and approaches have
different strengths and weaknesses,
and so are suitable for different sce-
narios.
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